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HER MpumeyaHus K BbINYCKY
B PEOCO®T CnMCcoK noaaepKMBaeMbiX OnepaLMoHHbIX CUCTEM

1 Cnucok noaaepXvuBaeMbIX onepaumMoHHbIX CUCTEM

CYBL «Pen Basa daHHbIx» MOXET PyHKUMOHUPOBaTbL Ha criegytowwmnx OC:
- Microsoft Windows (32-bit) ;
- Microsoft Windows (x64) ;
- Linux x86, Linux x86_64 auctpnbyTnBbl NCNONb3yoLLNE:

- glibc 2.4 n ctapwe

- libstdc++ ot gcc 3.4.3 u cTtapwe
- Linux gmnctpmnbyTtuebl, nogaepxmsatowme Linux Standard Base ISO/IEC 23360 HaumHas
c Bepcumn 3.0.

PekomeHnayemble OC cemelnictaa Linux:

- Red Hat Enterprise Linux 5.4 v ctapLue;

- CentOS 6.4 v ctapuue;

- Anbt JIMHykKC;

- Astra Linux;

- Mandriva Linux 2010 u cTtapLue;

-  SUSE 11 n ctapuue;

- ROSA 2011 wcTtapuwe.
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MpumeyaHus K BbINYCKY
B PEOCODT [ocTyn K onepauusm ynpasneHUs MeTagaHHbIMU

2 D,OCTyﬂ K onepauvsam ynpaslrieHUA MmetagaHHbIMU

PacwunpeH dyHkuuoHan onepatopoB GRANT u REVOKE pgnsg obbektos
cnegytowmx tvnos: PROCEDURE, FUNCTION, ROLE, TABLE, VIEW, EXCEPTION,
GENERATOR, DOMAIN, SHADOW, POLICY.

lMpaBa Ha onepauuio CREATE onpefensaioTca KOHCTPYKUUAMM cnegytoLlero suaa:

GRANT CREATE OBJECT TO USER|ROLE [WITH GRANT OPTION];
REVOKE CREATE OBJECT FROM USER|ROLE;

lNMpaBa Ha onepaunn ALTER 1 DROP onpenensatoTcst KOHCTPYKUUSIMA CriedyroLlero
BMaa:

GRANT ALTER|DROP [ANY] OBJECT TO USER|ROLE [WITH GRANT
OPTION] ;

REVOKE ALTER|DROP [ANY] OBJECT FROM USER|ROLE;

Ecnn ykasaHo kntovesoe cnoso ANY, To nonb3oBaTenb MOXET ydanaTb WU
mogmdmumpoBatb NOO6OM 06LEKT ykaszaHHOro Tuna. B MpoTMBHOM criyvyae TOMbKO Te
o0bekTbl, BnagenbuemM KOTOpbIX OH 4dBnsieTcsa. Ecnu  npu  HasHayeHun npae
ncnonb3oBanockb kntoveoe crnoso ANY, To ero HeobxoamMmo ykasbiBaTb M B onepartope
REVOKE ansa aHanorn4Hbix 06beKToB.

Onuma WITH GRANT OPTION npegoctaBnsieT Monb3oBaTento BO3MOXHOCTb
nepegayv HasHa4aeMoro emy npaea.

B Tabnuue 1 npeacTtaBrneHbl S3bIKOBble KOHCTPYKUMKM Ans BbinonHeHuss DDL
onepauuin Hag obbektamn CYB[.

Tabnuua 1 - HasHauyeHue npaB Ha DDL onepauum

Onepauum O6bekT Ha3HayeHue npaB
CREATE, ALTER, TABLE GRANT CREATE | ALTER | DROP [ANY] TABLE TO
DROP USER|ROLE [WITH GRANT OPTION]
CREATE, ALTER, TRIGGER MpaBa onpegensaoTcsa UCXoas U3 NpaB Ha
DROP Tabnvuy/npegcraBnexue
CREATE, ALTER, PROCEDURE |GRANT CREATE | ALTER | DROP [ANY] PROCEDURE
DROP TO USER|ROLE [WITH GRANT OPTION]
CREATE, ALTER, VIEW GRANT CREATE | ALTER | DROP [ANY] VIEW TO
DROP USER|ROLE [WITH GRANT OPTION]
CREATE, ALTER, DOMAIN GRANT CREATE | ALTER | DROP [ANY] DOMAIN TO
DROP USER|ROLE [WITH GRANT OPTION]
CREATE, ALTER, ROLE GRANT CREATE | ALTER | DROP [ANY] ROLE TO
DROP USER|ROLE [WITH GRANT OPTION]

CREATE, DROP GENERATOR |GRANT CREATE | ALTER | DROP [ANY] GENERATOR
TO USER|ROLE [WITH GRANT OPTION]

CREATE, DROP SEQUENCE |GRANT CREATE | ALTER | DROP [ANY] SEQUENCE TO
USER|ROLE [WITH GRANT OPTION]

CREATE, ALTER, EXCEPTION |GRANT CREATE | DROP [ANY] EXCEPTION TO

DROP USER|ROLE [WITH GRANT OPTION]

CREATE, DROP SHADOW GRANT CREATE | DROP [ANY] SHADOW TO
USER|ROLE [WITH GRANT OPTION]

DECLARE, ALTER, |FUNCTION GRANT CREATE | ALTER | DROP [ANY] FUNCTION TO

DROP USER|ROLE [WITH GRANT OPTION]

CREATE, ALTER, INDEX MpaBa onpegensalTcst UCxods M3 Npae Ha Tabnuuy
DROP

CREATE, DROP POLICY GRANT SECADMIN TO USER|ROLE'

1 DDL-onepauun ¢ nonMTMkaMm MOXET OCYLLECTBNATb TONbKO nonb3oBatens SYSDBA u
nornb3oBaTerb ¢ porbto rMmobanbHoro agMmnHucTpatopa 6esonacHoctn — SECADMIN
(nogpobHee o rnobarnbHbIX ponsx cM. M. 4 «[pegonpeneneHHble ponuny).
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Nl
M PEOCO®T

MpuMeyaHus K BbINyCKy

AocTyn K onepauusMm MaHUNYNMPOBaHUA AAHHbIMU

3 D,OCTyI'I K onepauvnamMm MmaHunynmpopaHusa AaHHbIMU

CyTtb OoopaboTku 3akniovaeTcs B obecrneyeHun NOMHOro pasrpaHuyeHus goctyna
Ha onepauun DML: yTeHne faHHbIX M3 Nonen Tabnuu, YCTaHOBKM M YTEHUS 3HAYEeHUN
reHepaTopoB W BbINOSTHEHUS NpoLEeayp.

HasHadyeHne npaB Ha poctyn Kk DML-onepauuam BbIMOMHAETCA C MOMOLLBIO
onepatopa GRANT, ons atoro pacwmpsieTcs yxe cywecteyrowmnn dyHkumoHan GRANT un
cootBeTcTBYtowun emy REVOKE (ans otbupaHus npas).

B Tabnvue 2
DML-onepaunin Hago gaHHbIMMN.

npmueBeaeHbl

A3bIKOBble  KOHCTPYKUMM ONA  BbINONMHEHUA

Tabnuua 2 - HasHayeHue npas Ha DML onepauum

Onepauus O6bekT HasHauyeHue npas

SELECT, TABLE,VIEW GRANT SELECT | INSERT | UPDATE | DELETE ON

INSERT, [TABLE] {table} TO {user | role} [WITH GRANT OPTION]

UPDATE,

DELETE REVOKE SELECT | INSERT | UPDATE | DELETE ON
[TABLE] {table} FROM {user | role}
REVOKE GRANT OPTION FOR SELECT | INSERT |
UPDATE | DELETE ON [TABLE] {table} FROM {user | role}

SET GENERATOR GRANT SELECT | ALTER ON GENERATOR {generator}

GENERATOR, TO {user | role} [WITH GRANT OPTION]

PyHKLNS

GEN_ID REVOKE SELECT | ALTER ON GENERATOR {generator}
FROM {user | role}
REVOKE GRANT OPTION FOR SET | GET ON
GENERATOR {generator} FROM {user | role}

SELECT, TABLE GRANT SELECT | INSERT | UPDATE {( column [, ... 1)} ON

INSERT, (ctonbeu, ...), [TABLE] {table} TO {user | role} [WITH GRANT OPTION]

UPDATE VIEW

(ctonbeu, ...) REVOKE SELECT | INSERT | UPDATE {( column [, ... ] )}

ON [TABLE] {table} FROM {user | role}
REVOKE GRANT OPTION FOR SELECT | INSERT |
UPDATE {( column [, ... ] )} ON [TABLE] {table } FROM
{user | role}

EXECUTE PROCEDURE GRANT EXECUTE ON PROCEDURE {procedure} TO {user
| role} [WITH GRANT OPTION]
REVOKE EXECUTE ON PROCEDURE {procedure} FROM
{user | role}
REVOKE GRANT OPTION FOR EXECUTE ON
PROCEDURE {procedure} FROM {user | role}
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MpuMeyaHus K BbINyCKy

HE
B PEOCODT MpeponpeaeneHHbie ponu

4 TlpeponpepneneHHbIe ponu

[obGasneHbl rnobanbHble (OencTBylowmMe pAnsa Bcex 6a3  cepeepa) ponu
SYSADMIN, SECADMIN, PUBLIC:

Tabnuua 3 - NMpaBa gocTtyna (no ymon4yaHuio) npegonpegeneHHbIX ponen

O61bekT / Ponb SYSADMIN SECADMIN PUBLIC
+/-
Onepauyn DML + (Bcerna moxert )
Ha3HaunTb cebe
npuBuiernm)
Onepauuun DDL + Tonbko onepaumu ¢ i
ponsmm
Onepaumn GRANT/REVOKE + T -

PesepBHoe konvpoBaHue/
BoccTaHoBneHve (GBAK)
Onepau,MM C nonb3oBaTtendammn
(GSECQC)

Onepauunun GFIX n GSTAT + - -

MpaBa ponn PUBLIC ©yayT nmeTb BCe nomnb3oBatenn. ATa pofb HasHavaeTcs
nonb3oBaTeriio aBToMaTUYEeCKU MpU ero co3gaHuM U No YMOMYaHWIo He UMeeT npaB Ha
paboTy C AaHHbIMU U MeTagaHHbIMK B B[],

CornacHo Tabnuue npas goctyna npegonpeneneHHoix ponen, SYSADMIN nveet
nornHble npaea Ha 6a3y AaHHbIX, HO HE MOXEeT NPOM3BOANTL Onepaumm C Nonb3oBaTensamMmn
W Ha3Ha4yaTb POnu norib3oBaTensm.

Ponb SECADMIN wnmeeT nonHble npaBa Ha onepauum HasHadeHus/otbopa
(GRANT/REVOKE) npas.

Kpome 3Tmx npegonpedeneHHbIXx ponen, nomnb3oBatens SYSDBA  wvnun

agMuHucTtpatop 6esonacHoctn (nomnb3oBatens ¢ ponbto SECADMIN) moryT cosgatb
aononHuteneHble rnobaneHble ponu. Ecnv  nonb3oBaTtento HasHadeHa Kakas-nnbo
rnobanbHasa ponb, TO OH sIBNsieTCd ee obnagaTtenem Bo Bcex ©asax AaHHbIX cepBepa.
OcHoOBHOe HasHayeHue rnobanbHbIX pone — BbINOMHATL onepaunn ¢ cepsucamu. MNpu
3TOM Ha3Ha4eHue npaB rnobanbHbiM Ha DDL nnn DML onepaumm HeobxogmMmo NpoBoaUTb
B KaXxgow 6a3e gaHHbIX.
MpumeyaHue: nobanbHble ponu MOryT ObiTb Ha3Ha4yeHbl MOJNIb30OBaTeslio
TONbKO MNpPM NpPsAMOM coeAMHEeHUM K ©Gase pJaHHbIX ©Ge3onacHOCTU
security2.fdb. Takoe nogkno4yeHne MOryT BbINOMHUTL ToNbKo SYSDBA unu
nonb3oBaTtesnb ¢ ponsio SECADMIN

+ - -

- + -
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MpumeyaHus K BbINYCKY
B PEOCODT KoHTponb AocTyna K agMUHUCTPaTUBHLIM (PYHKLUUAM

5 KoHTponb gocTtyna K agMUHUCTPATUBHBLIM (PYHKLUUAM

CYB[L «Pen basa [aHHbix» 2.5 nogaepxvmBaeT pacnpeneneHue npas Ha Bbi30B
crnegyLwmx CUCTEMHbIX CEPBUCOB:

® pe3epBHOEe KonupoBaHmne/BoccTaHoBneHne (backup/restore, GBAK);
e nonyyeHune ceoncts B[l, aHanns n BocctaHosnenne b (GFIX);
e nonyyeHue ctatuctukun B[] (Database Stats, GSTAT).

MpaBo Ha 3anyck cepBUCOB ABNsieTca rnobanbHbIM ANA cepBepa, MNo3ToOMy
xpaHutca B 6ase gaHHbIXx GesonacHocTu security2.fdb. HasHauuTb 9T npaBa cepsuca
MOXHO TOSfbKO Ha Monb3oBaTens unn rnobanbHyl ponb. HasHaunTb NpaBo Ha 3anyck
cepBuMca MOXET TOnbko agmuHucTpatop cepeepa CYBL «Pen basa [aHHbIx» -
nonb3oBatens SYSDBA 1 nonb3oBaTtenb, KOTOPOMY Ha3HadyeHa rnobanbHas porb
BesonacHocTM agmuHucTpatopa 6esonacHoct — SECADMIN. Onsa atoro ucnonb3yetca
cnepytowmi onepatop SQL:

GRANT EXECUTE ON SERVICE <service name> TO USER | ROLE |

OTOT 3anpoc BbLINOMHAETCA NpyM  MNPSAMOM MNOAKMYEHMM K 0ase AaHHbIX
6esonacHoctn security2.fdb (Ha nonb3oBaTenbckon B[ 3anpoc npuBedeTr K BbiBOAY
coobLeHnst 00 ownbke Ha3Ha4YeHMs NpaB Ha CEPBUC)

MapameTtp <service_name> MOXET UMETb CrneayoLlme 3HaYeHNs:

e BACKUP

e RESTORE
e GFIX
e GSTAT

Onepaumnn ¢ cepsucom GSEC moxeT npon3soantb foboin nomnb3oBaTtesib, HO ero

npaea npu 3TOM OrpaHWyYeHbl BO3MOXHOCTbIO M3MEeHeHMs cBoero napons. NonHele npaea
Ha cepBuc GSEC wumeer Tonbko SYSDBA 1 nonb3oBatenu ¢ rnobanbHOM poribio
SECADMIN.
NMpumeyaHume: NpaBo Ha BbINOJIHEHUE CepBMca O3HA4YaeT, YTO Nosb3oBaTesb
aBToOMaTMyecKM nony4yaetr npaBa Ha Bce DML w DDL onepauuwm,
Heobxogumble nNpu paboTe C AaHHbIM CepBUCOM BO Bcex 6asax AaHHbIX
cepBepa. Nonb3oBaTenb MOXeT 06paTUTCA K CepBUCY U HEe MMeA npaB Ha
ero 3anyck, ogHaKoO OH He CMOXeT BbINONHUTL TpebyemMbIX onepauumn, Tak
KaK He UMeeT Ha HMX npas.
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MpumeyaHus K BbINYCKY
B PEOCODT KymynsaTueHoe gencteue ponen

6 KymynatuBHoe (KOMOMHMpPOBaAHHOE) AeNCTBUE porien

[obaBneHa BO3MOXHOCTb MPUCBOEHUS OOHOW ponu Apyron (aobaeneHus rpynmnbl
nonb3oBatenen B Apyryto rpynny). Ona a1oro ucnonb3yetcs Cneayowmi CUHTaKcuc
onepatopoB GRANT n REVOKE:

GRANT ROLE1 TO ROLEZ2;
REVOKE ROLE1l FROM ROLEZ2;

Linknuyeckne cceinkn ponen Apyr Ha gpyra HegonycTUMbl.
MpaBnna KymynsiTUBHOIO OENCTBUSA POnen:

e ecnu nonb3oBaTeNb He yKasbiBaeT porib MPWU MOAKMYEHUN K CEepBepy, TO OH
nony4yaeT npaBa BCeX Ha3HaAYEHHbIX eMYy ponen, KOTopble eMy Ha3HaYeHbl,

® eCnu nonb3oBaTenb NPY NOAKIIOYEHUM yKa3ar KOHKPETHYH posib, TO OH Mony4vaeT
TONbKO €€ NpUBUNErnu;

e [pW NOAKMIOYEHUN NPOUCXOAWUT MNpPOBepKa, YTO AaHHas pPonb CyuwlecTByeT U
Ha3HayeHa AaHHOMY MNOnb30BaTenio.

MmeHa nonb3oBaTenen n poren He OOSMKHbl coBnagatb. [1ONHOCTBIO UCKOYUTD
Takme COBMafeHUsi HEBO3MOXHO, TaK Kak ponn XpaHAaTcsl HenocpeacTBeHHo B B[, a
nonb3oBatenn — B 6a3e gaHHbIXx GesonacHocTw, noatoMmy npwu nepeHoce B ¢ ogHoro
cepBepa Ha ApYyron BO3MOXHbI COBMafeHUs MMEH norb3oBatenen n ponen. MNMpu Takom
COBMageHnn OEWCTBYET Creaylollee NpaBwuiio: NpaBa BCErga Ha3Ha4valTCsl Ha ponb B
nepBytlo oyepeab, 3aTeM, eCcnv posib He HangeHa — Ha Nornb3oBaTens.
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MpuMeyaHus K BbINyCKy

HE
B PEOCODT BbinonHeHue npoueayp

7 BbinonHeHue npouenyp

[obaBneHa BO3MOXHOCTb BbINOMIHEHWSI NpoLeaypbl C NpaBamu Bnagenbla, a He
TOMbKO C NpaBaMu BbI3bIBAKOLLErO ee nonb3oBarens. Takum o6pa3om, Nonb3oBaTento Ans
BbIMOMHEHMS MPOLUEAYPbl HY)XHO OyoeT MMeTb NPUBUNETMIO TOMbKO Ha BbINOMHEHMWE
npouenypbl, HO He NpaBa Ha O6bEKTLI, C KOTOpPbIMU paboTaeT aTa npouenypa (3T nNpasa
OOMKHbI ObITh Y BNagensua npoueaypbl).

To, B KOHTekcTe 6e30MacHOCTM Kakoro nonb3oBatens 6ydeT BbIMNOMHATLCA
npoueaypa, OnpenensieTcsl npu ee Co3daHUU/M3MEHeHUN - B OObsBNEHWE npouedypb
pobaeneHa onuma AUTHID OWNER|CALLER. Mo ymonuaHuto napametp paseH OWNER,
T.e. npouenypa BbINOMHAETCA C nNpaBamn eé Bnagenbua. CuHTakcuc obbaBneHus

npouenyps! creayroLnn:

CREATE PROCEDURE <procedure name>
[AUTHID OWNER|CALLER]
[ (param <datatype> [, param <datatype> ..])]
[RETURNS <datatype> [, param <datatype> ..])]
AS <procedure body> [terminator]
<procedure body> =
[<variable declaration list>]
<block>
<variable declaration list> =
DECLARE VARIABLE var <datatype>;
[DECLARE VARIABLE var <datatype>; ..]
<block> =
BEGIN
<compound statement>
[<compound statement> ..]
END

MpumeyaHune: npu nepeHoce 6a3 gaHHbIX ¢ Firebird Ha «Pen Basa [JaHHbIX»
2.5 HeobOxoguMO yuuTbiBaTb, 4TO B Firebird npoueaypa no ymonyaHuio
BbINOJIHAETCA C NpaBaMu BbI3bIBalOLWEro ee Nnonb3oBaTens



MpuMeyaHus K BbINyCKy

HE
B PEOCODT MHorodakTopHas ayTeHTuduKaums

8 MHorodakTopHasa ayTeHTUpUKauma®

NpaeHTudmkauma — npeabssneHne nonb3oBarenemM MMeHu (norvHa) Ans Bxoaa B
cucTemy.

AyTeHTVI(bVIKaLIVIﬂ — npouenypa noareepxXxneHua nonb3oBarenem Toro, YTto OH
TOT, Yb€ MMA OH MNMpeabAaBuI B Xoae VI,EI,eHTVICbI/IKaLI,I/IM.

dakTop ayTteHTUMKauMM — [aHHble, NpeabsiBleHHble Nnonb3oBaTenem, Ans
NPOBEPKM OAHOIO U3 YCrOBUIN HEOBXOAMMBIX ANS NPOXOXKAEHUSA ayTeHTUdMKauumn.
dakTopbl MOryT 6biTb MEPBUYHBIMW U BTOPUYHbIMU. [lepBu4HbIE bakTOpbl —
napornb, KoHTekcT 6e3onacHoctn OC u ceptudmkar nonb3oBartens. BropuuHblie
dakTopbl MOryT 6bITb NpeabsBneHbl Nocne nepBuUYHON ayTeHTudMKaumm no
3alUMLLEeHHOMY  KaHany, YCTaHOBIEHHOMY B pesynbrate  NepBUYHOM
ayTeHTuduKaumn. BTopmyHblie gaktopbl MOryT 6bITb N06bIMK, HANPUMeEpP OaHHbIE
ovometpumn. Mix nepegaya wmndpyeTca Knodamu, BblpaboTaHHbIMK B pesynbrate
NepBUYHON ayTEHTUdUKALMMN.

MHorochaktopHass ayTeHTUpUKaUuMA — ayTeHTUudukauma C MCnonb3oBaHNEM
HECKOMbKUX (PaKkTOpOB ayTeHTUduKauuu (naponb, ceptudukar). PakTopsl,
HeobOXxoouMble AN MPOXOXKAEHUS ayTeHTUMKkauum onpenensatoTca NONUTUKON
OesonacHoctn. Tonbko B pexuMe  MHOroakTOpHOM  ayTeHTudmkauum
NpOM3BOAMTCS MpoOBepka COOTBETCTBMA nNaponst TpeboBaHMAM  MOMUTUKM
6esonacHoCTu.

OcobeHHOCTN MHOrOGaKTOPHOW ayTeHTUdmkaumu:

® BO3MOXHOCTb UCNONb30BaHUA pesynstata ayTeHTudukaumm B OC APM mnnn Ha
KOHTponnepe AOMeHa;

® ayTteHTMdMKaums MoxeT ObiTb MHorocdaktopHon. [Joctyn Kk B[ onpeaensietcs
nonnTnKon 6e3onacHoCTW, B KOTOPOW onpeneneHbl hakTopbl, KOTOPblE AOIMKHbI
ObiITb  NpeabsABneHbl  Monb3oBaTenem  Ans  NPOXOXAEeHMs  npouenypbl
ayTeHTudmKaLmu;

® [pu ayTeHTVICbI/IKaLI,I/IVI BCE [AaHHblE€ Nnornb3oBaTesid, KpoMe UMeHU, nepenarTcsa
TOINbKO B 3aIJJI/ICprBaHHOM Bunae,

® B HacToslLlee BpeMs UCMONb3yHTCH criegyowme aktopbl: Naporb, cepTudukar
n pesynerar ayteHTudumkaumm B OC.

BropuuHble  daktopbl  MOryT  OblTb  NpegbsiBNeHbl  Nocne  NepBUYHON
ayTeHTMdUKauMmM no 3alMLeHHOMY KaHarny, YCTaHOBMEHHOMY B pesynbTaTe NepBUYHOMN
ayTeHTMduKaumn. BTopudHble akTopbl MOryT ObiTb No6GbIMKW, Hanpumep OaHHble
Guometpmn. Ux nepemaya wwndpyetrcsa Knwoyvamu, BblpaboTaHHbIMM B pesynbrate
nepBuUYHON ayTeHTudukaumm. BegyTtca nopaboTkm ANst MCNONb30BaHUA  CreayroLmx
BTOPMYHbIX haKTOPOB ayTeHTMdUKALMK: OTNeYaTky nanbLeB, CeTYaTKu rnasa un T.4.

Mpun nepBuYyHOM ayTeHTUpMKaLMM cepBep NPoBepsieT NepBUYHbIE (PaKTOPbl U B
pesynbrate ayTeHTUdUKaLmMm cepBep 1 KNMEHT BblpabaTbiBalOT ceaHcoBble kntoun. [Janee
KNWEHT WMeeT BO3MOXHOCTb MNpeabsBUTb BTOPUYHbIE (PakTopbl, 3alMPOBAHHbLIE
CEeaHCOBbIMU KIK4YaMu.

B sawuvwaemon 6ase p[AaHHbIX XpaHATCA NONUTUKM 6e30nacHOCTM, KOTopble
onpegensaT Tpebyemble akTopbl ayTeHTudpukauun. Takme NONMUMTUKM Has3HavalTca Ha
nonb3oBartens. AyTeHTUdUKaLMS KIMeHTa CYMTaeTCa YCneLwHoOW, ecrnv npegbasneHHble
UM dhakTopbl ayTEHTUMKALNN YOOBNETBOPSIOT NONMTUKE Ge3onacHoOCTuU.

2 [nsa paboTbl gaHHON (PyHKUMM HEOBXOOAMMO Hanuyne KpunTonpoBangepa v kpuntonnarvHa
(BxoguT B noctaBky CYB[] «Pen Basa [JaHHbix»). KpuntonpoBaraep peanuayeTt oyHKLUK
LWMPOBAHMSA U XELUMPOBaHUS, a KpUNTONMNAarMH peanuayeT YHUUUUMPOBaHHbIA MHTEpPdENC
Mexay kpunTtonpoBanaepom n cepeepoM CYB[ «Pen basa [daHHbIX» B kKayecTBe
KpunTonpoBangepa B HacTosilee Bpems ucnonedyerca CryptoPro. Takke ngyt pabotbl no
nucnonb3oBaHWo BCTpoeHHbIX cpeactB Windows CryptoAPI. OgHako B Tekyllen Bepcum
pekomMeHayeTcs ncnonssosatb CryptoPro.
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HER MpumeyaHus K BbINYCKY
B PEOCODT MHorodakTopHas ayTeHTuduKaums

B 6a3e gaHHbIX nonb3oBaTenen XpaHUTCSA He TOMbKO XELl Napons, HO U Ha3BaHue
anropuTMa, C NOMOLLbIO KOTOPOro 3TOT XeLU MOMyYeH.

CmeHa napons npoucxoguT B paMKax yxe YCTaHOBMEHHOIO COeAVMHEHUsA C
NCNOMb30BAaHNEM  CECCUOHHbLIX  KMOYEeN, C MNOMOLLUbI  KOTOPbIX CUMMETPUYHBIM
WwncpoBaHueM LWINpyeTca HOBbIM Naponb. Ha cTopoHe cepBepa OH AelumdpyeTcs,
NpoBepPSIETCA HAa COOTBETCTBUE NONUTUKE 6E30NaCHOCTN N COXpaHSIEeTCS.

Tabnuua 4 - MapameTpbl KOHGUrypaumoHHoro ¢ganna ons HaCTPOMKU MHoroakTopHoOMn
ayTeHTUdukaumm

MapameTp 3HaueHue KommeHTapuin

Authentication native | trusted | native — pexvumMm COBMeECTUMOCTM C Bonee paHHUMU
mixed | multifactor BEpCUSMHA

trusted — paspelueHa Tonbko trusted
ayteHTUdpmkaums (ayteHtndpukaumna Windows)
multifactor — TonbLko MHOrodakTopHas
ayTeHTUmkaums

mixed — nobow U3 Tpex NpeablayLLMX BApUAHTOB
ayTeHTUmkaumm

LegacyHash 01 lMosBonsieT nonb3oBaTensM KoTopble Co3AaHbl Kak He
MYIbTUdaKTOPHbIE COeaNHATCS ¢ 6a3on npu
BKIOMeHHOM pexume Autentication=multifactor

CryptoPluginName | 3Ha4eHwne no Nmsa BubnmoTtekn kpuntonposangepa (pacnonoxeHa B
YMOYaHuto - katanore plugins cepsepa)
cryptopro_plugin
KeyRepository <UMs KOHTerHepa> | Mm4a koHTenHepa ¢ Knodamm st yCTaHOBKU
3aLUMLLEHHOIO CoeaVHEHNSI
CertRepository <ums ceptudmkata> | Imsa koHTenHepa ¢ cepTudmkaTom st NPOBEPKM

MOATIMHHOCTU cepBepa
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HE
B PEOCOO®T MonuTtnkn 6e3onacHocTH

9 MonuTukm 6e3onacHoOCTU

MonUTKKN YYETHBIX 3anMcei BKMoYaloT B cebs:
TpeboBaHMs K CIIOXXHOCTW Napons;

KONMMYeCcTBO npeablayLimx naposien, KoTopble He [OOMKeH MNOBTOPATb BHOBb
3a0aHHbIN;

CPOK AenCcTBuUSA napons,
KONNYeCcTBO OAHOBPEMEHHbIX NMOAKIIOYEHUI (Ceccuin) nonb3oBarens;
NPOAOIMKUTENBHOCTL NPOCTOA NOMb30BaTENS A0 OTKIMOYEHUS.

MoNUTMKM YYETHBIX 3anucen Co34arTCs U XpaHaTes B 6a3e AaHHbIX 6e3onacHoOCTH

securuty2.fdb. NonuTtuka onpegensieT peakumo CUCTEMbI HA Heyaa4HbIE MOMbITKA BXo4a B
cMUCTEMY, MO3BOMSIET YNPaBnATb CMOXHOCTbIO Mapons u obwen 3awumeHHOCTbIo Gasbl
OaHHbIX. Takke nonuvTMKa He MO3BONSAET Npou3BOAMTb nogbop napons m Grnokupyet
nornb3oBaTtens, OT UMEHN KOTOPOro MOXET NPON3BOANTCH aTaka cepBepa.

CneumarnbHas cepBucHas yTunuta idlectrl peanuayet crnegytowme yHKUMK:

npoBepsieT Morb3oBaTtenen, kotopble He obpawanuck Kk BL aponble, 4dem
onpegeneHo NoNUTUKOW JOCTYNa;

neprvoanyveckn NpoBepsieT COOTBETCTBME YMUCIa CECCUM KaxKAOro norb3oBaTtens
AOMYCTUMOMY YUCIY, ONPeAEnsieMoMy NONUTUKOMN;

Mcnonb3oBaHne nonutuk 6e30nacHOCTU BO3MOXHO npu CO6J'I}OD,eHVIVI cnegyrunx

OorpaHUYeHun:

OencTBne NOSIMTUK MPOUCXOAUT TOMBbKO MPU UCMOMb30BaHUM MHOroakTOPHOM
ayTeHTMduKaumm nonb3oBatend. [Mpu 06bIMHOM NOAKMOYEHUW, MONUTUKUA He
npoBepsTCS;

KaXxgoMy Monb3oBaTtento COOTBETCTBYET nonutuka. HoBbiM  nonb3oBaTensm
COOTBETCTBYET NONUTUKA No ymonyaHuto ¢ umeHem DEFAULT;

npoBepka CrOXHOCTW Maporis BO3MOXHA TOMbKO B PEXUME 3alUMLLEHHON
ayTeHTMMKaLMKN, NPU KOTOPOW BblpabaTbiBalOTCA CeaHCOBbIE KIYM Nepedayn
AaHHbIX. Mpy HesalWwULLEHHOW ayTeHTUdMKALMN NPOBEPKA CNOXHOCTM Napons He
npoussogutcs. [lpu cmeHe naponss OH  LWMAPYETCs  CUMMETPUYHBLIM
lWNPOBaHNEM, C MOMOLLBbI CEaHCOBbIX Krtoyen, BblpaboTaHHbIX nocre
ayTeHTMdMKaLMKn nonb3osaTtens. Ha npueMHol cTopoHe naporb AelmdpyeTcs 1
NpoBEPSIETC HA COOTBETCTBME MONUTUKE YYeTHbIX 3anucein cepsepa. [locne
3TOr0 BBLIYUCIISIOTCA M CcoxpaHstoTcs B Gase nonb3oBaTener xew napons u
anropuTM, KOTOPbIM 3TOT XELU MOSyYeH;

npyv MNOAKMIOYEHMM, €Cnn MONMTUKON JOocTyna TpebyeTcs naponb, NpoBepsieTcs
CPOK AeNCTBUSA Naporis U ecnu naporb NpaBUeH, HO ero CPoK AeNCTBUSA UCTEK,
TO cCuCTeMa OTBepraeT MnogknioyeHue, BblgaBasi cooblieHne o HeobxoamMmocTu
CMeHbl napongd. lMpu nogknioveHuM MNPOBEPSETCS CYLLEeCTBYylOLee KONMYecTBO
ceccui 'y NOAKMYarLWwerocs nofb3oBaTtens B Lenom Ansi cepsepa (He TOmbKo
Anga ykasaHHow 6a3bl). Ecnn OHO paBHO MakcMmanbHOMY, TO MOAKMOYEHUNe
oTBepraeTcsl, BblAaBasl COOTBETCTByoLlee coobuieHne. HeygayHble nNOMbITKK
AOCTyna YBenuUUMBAOT CYETYMK HeydayHbIX MOMbITOK AOCTyna Ans Kaaoro
KOHKpeTHOro nonb3oBatens. CyeTymMk XpaHuTbCsl BMecTe C uHdopmauunen o
nonb3oBarerne B 6a3e gaHHbix security2.fdb. MNpu HeygadHom nonbiTke gocTyna, B
3aBMCUMOCTU OT TEKYLLEro 3Ha4yeHus cyeTyumka, nonb3oBaTtenb Gnokupyerca Ha
onpegeneHHon Bpems nuMbo HaBcerga, ecnu 3HadeHWe cyeTyMka MpPEBbICUIO
onpefeneHHbIn NonuTukon npegen. Bpemsa, nocrne KoToporo nornb3oBaTenb
MOXeT nogknovateca K B[ nponucbiBaeTca BMecTe € uMHGoOpmaumen o
nonb3oBarenie U CYeTYMKOM HeyaayHbIX NONbITOK OCTYNa;
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® UN3MEHeHVe napameTpoB MOMUTUKM NOATBEPXOAETCS cpasdy U BCTyNawT B CUmy
Ans obpaboTkm NocneayLwmx NogKHYEHUA.

Ona ynpaBneHus nonutukamu 6e30nMacHOCTW, WCMONb3YyKTCA  cregylowue
komaHabl DDL:

CREATE POLICY <policy name> AS [param = value [, param =
valuel] ];

DROP POLICY <policy name>;

ALTER POLICY <policy name> AS [param = value [, param =
valuel]];

GRANT POLICY <policy name> TO <user name>;

Onepatop REVOKE POLICY — otcyTtcTByeT, T.K. Monb3oBaTento Bcerga OOImKHa
OblTb HasHayeHa xoTs Obl ogHa nonuTtuka. Bmecto REVOKE POLICY Heobxogumo
AenaTtb HasHayYeHne Nonb3oBaTeNto NOMINTUKM MO YMOSYAHUIO.

GRANT POLICY 'DEFAULT' TO <user name>;

dakTopbl ayTeHTUdMKaLMM 3a0a0TCs YCNOBHBIM BbIpaXXeHUeM U3 CUMBOMUYECKNX
00603Ha4YeHun. BolpaxeHne saBnsietca  obObeoMHEHMEM  BO3MOXHbIX  HabopoB
HeobxoauMbIX hakTopoB ayTeHTUdMKaLUMM 1 NO3BONSIET 3a4aBaTb pasfnyHbie BapuaHThI
Tpebyembix haKkToOpOB € NOMOLLbLO onepaumi «Ny», «NNy».

Tabnuua 5 - CumBonuyeckoe o603HauvyeHue pakTopoB ayTeHTUMKaLUmn

CumBonuyeckoe PacwudpoBka
obo3Ha4eHue
WINDOWS NTLM Pesynerat ayteHTndpumkaummn B Windows
CERT_X509 CepTtundomkat nonb3osarens
PASSWORD Maponb
FINGERPRINT OTnevaTtku nanbLeB
EYE CHMMOK ceTyatku rnasa

BbipaxeHus Tpebyembix dakTopoB ayTeHTUdMKaUMmM 3agatoTcs B BUOE:
(A1A2... Al) | (B1B2... Bm) | ... | (Z1Z2 ... Zn) — roe Ax, Bx, Zx — cnmBonu4yeckme
0603HaveHns hakTopoB ayTeHTUMKaLnK.

Tabnuua 6 - NapameTpbl NONUTUK 6€30MacHOCTH

HasBaHue Tun PacwudpoBka
AUTH FACTORS auth_f_actors_ CcM. Tabn. 5
- expr_list
PSWD_NEED_CHAR long_integer MuHMManbHO JOMYCTUMOE YMCNO BYKBEHHbIX
CMMBOIOB B napone.
PSWD_NEED_DIGIT long_integer MwHMManbLHO JONYCTUMOE YMCNO LMdpPOBbIX

CMMBOJSIOB B Naporne

HeobxoamMmocTb Hannuns B naporne B6ykBeHHbIX
PSWD_NEED_DIFF_CASE |bool_const CUMBONOB B PAANNIHLIX PEFMCTPAX
PSWD_MIN_LEN long_integer | MuHumansHo gonyctumas anvHa naponsi
PSWD_VALID DAYS long integer |Cpok AencTBMs Naporns B AHSAX
PSWD_UNIQUE_COUNT |long_integer |KonmyecTBo He NOBTOPSOLIMXCA Nogpag naponev
MAX_FAILED_COUNT long_integer MakcumarnbHoe Yncno owmnboK NPy NPOXOXKAEHUN

ayTeHTUdmrkaumum
MAX_SESSIONS long_integer (I\:/Ieaclécilmﬁmaanoe 4YMCINO OQHOBPEMEHHO 3anyLLEHHbIX
MAX_IDLE_TIME long_integer Bpemsa 6e3gencTBus nonb3oBaTtens 40 OTKYEHUS

ceccumn B CekyHOax
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10 OOGe3nunumBaHue NamMmAaTU

OnepatuBHasi namsaTb, Mcnofibdyemasi B paboTe cepBepa, npu 0cBoGOXAEHWU
obesnuunBaeTcs. Yaansiemble B npouecce paboTbl cepBepa 3anncu U CTpaHuLbl AaHHbIX,
noanexar o6ea3nnMumBaHunio 4o Toro, kak byayT 3anmcaHbl Ha AUCK.

[aHHble 6a3bl 4aHHbIX NOTEHUMANbHO MOTYT XpaHUTLCS B 3-X MecTax:

® HenocpeacrtseHHo 3annucu Tabnuu;

® WHAOEKCbl, NOCTpPOEeHHble MNo nondm Tabnuu n COOTBETCTBEHHO cogepxatliune
KInto4yeBbl€ 3Ha4YeHNEe N3 HUX;,

e BLOL-nonsa, kotopble MOryT xpaHutbCca NGO Ha CTpaHuUe LaHHbIX, €Cnn KX
pa3mep 4OCTaTOMHO Mar, NMnbo Ha OTAENbHOM CTpaHuue, NpegHa3HadYeHHoW Ans
xpaHeHus BLOB.

Takum 06pasom, Ons NONHOro KOHTpons obes3nuumBaHua NamaTn Heobxoaumo
KOHTPONUpOBaTh:

e yaaneHue noboN 3anmMcn JaHHbIX;

® YyaaneHus 3anvcu MHOEeKca;

® YyaaneHue CTpaHULbl OaHHbIX;

® yaaneHwe CTpaHULbl UHOEKCa;

e yaaneHwue ctpaHuubl BLOB-aaHHbIX.

BaxxHas ocobeHHocTb CYB[ «Pepn basa [aHHbix» — BEPCUOHHAsi apxuTekTypa.
OTO O03Ha4aeT, 4YTO NpUM WU3MEHEHMM 3anucu, CO3JaeTcs HOBas BEPCUs  3arucu.
Mpegplaywas Bepcust ocTaeTca cylwecTBoBaTtb. Kaxaas TpaH3akuusa, cTapToBaBLlas Ha
cepBepe MMeeT CBOM HOomep. 3anmcb Takke MMeeT HOMEp CO34aBLUEeN ee TpaH3aKLuu.
Taknum obpasom, Kaxxgas TpaH3akuusa MOXET BUAETb CBOK BEPCUIO 3arncu U UMETb K HEN
N UMEHHO K HEN NHTepecC.

TpeboBaHne 06e3nMyYMBaHUA NamMATU HE PacnpoCTPaHSeTCA Ha Takue Bepcun
3anuncen, KOTopble MHTEPECHbLI N UCNOMb3YHTCA Kakon-nmbo TpaH3akumen. B Tom cnyvae,
€Cnu 3anncb He UHTepPecHa HW OAHOM TpaH3akuun, T.e. Nbas U3 OTKPLITbIX TPaH3aKLMN
He Mony4uT 3Ty BEPCUIO 3anucuy, TO 3Ta Bepcus 3anucu yaansietca. B ator momeHT Byger
npovcxoanTb 06e3nuymBaHne namaTn, paHee 3aHATON AaHHOW BEPCUEN 3anncu.

Ona aktmBaumm pexumma obesnmumBaHus Heobxogumo B hanne koHdurypaumm
BbicTaBuTb napametrp MemoryWipePasses = 1 LlenouncneHHoe  3HauveHue,
HacTpauBaiwllee HeobxoaumMocTb M MeTog 00e3nuuMBaHMs OCBOOOXOAEMOW MaMsTU.
Bo3MoXHbIe 3Ha4YeHWs:

o 0 — obGesnnymnBaHne He NPONUCXOLNT;
e 1 — npowucxoant oBHyneHne NamaTh B OAMH NPOXOA;

e n (n>1) — n npoxogos ¢ 3anucbto B 6rnok noovepeaHo OxFF n 0x00, nocnegHui
Npoxo4 Npu 3TOM Bceraa 3anonHsaeT BNnok HynsaMu.
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11 Ayaut

FBTrace - aT0 yTunuta anga cnexeHus 3a paboton cepsepa «Pen basa JaHHbIX».
OHa oTcnexuBaeTt cobbiTusi coeanHeHnss n otcoeaunHeHnsa ot B, onepaunm DML n DDL,
BbINOMHEHME XpaHMMbIX Npoueayp v T.4., B 3aBUCMMOCTM OT NapamMeTpoB, 3afaHHbIX B ee
KOH(purypaunoHHoM chanrne. YTunura ctapTyeTr ogHOBpeMeHHO ¢ cepBepom «Pen Basa
[aHHbIX» 1 BegeT nor-pannbl AN KaXaon u3 oTcnexmBaemblx 6a3 gaHHbIX. [1o
yMOMN4YaHuio for-gpannbl pasmeLlarnTcd B TOM Xe KaTtanore 4to U oTcrnexmBaemasi
(normpyemasi) B n umeroT uma crniegyowero Buga: <umsa_basbl.fbtrace text> wnu
<ums_6asbl.fbtrace_bin> ans TekctoBoro n GuHapHoro dgopmarta fora COOTBETCTBEHHO.
3anucb B nor ans Kaxaon KoHkpeTHon B[ HaunmHaeT BeCTUCb C MOMEHTa ee Co3faHunsd
WM NPUCOEAMHEHUST K HEeM W [0 MOMEHTa OTCOEAMHEHUS WM ee  yaaneHus.
Pernctpupytotcs cobbiTvs, 3aBepLUMBLUMECS KaK YOA4YHO, Tak M HeygadHo (C owwmbkon).
OTO OTHOCUTCA K npucoeanHeHuo Kk B, npeabasneHuto daktopa ayTeHTuduKauumu,
NoAroTOBKE W BbIMOMHEHMWIO 3anpoca, BbIMNOMHEHWIO XPaHUMOW NpoLeaypbl, 3aBepLUEHUIO
TpaH3akuuu.

Mpn BegeHUn nora perncTpupyroTcs cneayowime cobbiTus:

® Ha4asio n OKOH4YaHue BegeHud ayauta and B,D,,

e npucoeanHeHve k B[ u oTcoeauMHeHWe OT Hee, NMPUCOEOVMHEHWE K CEPBUCY W
oTcoedMHeHMe OT  Hero, CTapT cepBuca, npeabsiBNeHVe  daktopa
ayTeHTUMKaLunu;

e OAroTOBKa, BbINOMHEHME M OcBoGOXAeHWe 3anpoca k B[, 3anpoc k cepsucy,
komnunauusa BLR;

e BbinonHeHue B B[ xpaHumMon npouenypsl;

® YCTaHOBKa 3Ha4eHusd KOHTEKCTHOWM nepemeHHon;

Ha4yano un 3aBeplleHne TpaH3akunn.

Ona kaxgoro cobbiTndA, Kpome npeabsBneHus gakrtopa ayTeHTUdurKaumm,
COXpaHsATCS:

e [ara, Bpems 1 Tun cobbiTus;
e vaeHTMdMKaTop Npouecca, Bbi3BaBLUEro COOLITUE;
® pe3ynbrar (YCneLwHo, He YCMNELHO, He CaHKLMOHMPOBAHO);
® CBeOeHMsl O COeANHEHUMN:
o nyTb Kk b[;
O uMAaeHTUdMKaTOp COeaMHEHMS;
O nonb3oBaTenb, OT UMEHM KOTOPOro CoBEpLUAeTCa ENCTBME;
O MNPOTOKON COEeaUHEHUS;
O MMg KOMMbIOTEpPA, C KOTOPOro CoeaUHEHNe YCTaHOBMNEHO.

[na kaxgoro u3 ayampyemMbix coObITUI 3anucbiBaeTca criegytoLas MHopMmaums:

1. Ona npucoeguHennss k B[] ykasblBaeTcsi, NPOMCXOAUT X NOAKMOYEHUNE K
cywectsytowen B[, nubo cosgaetca HoBas ©6asa. [pu oTkAwoyeHun oT 6asbl
onpenensieTcd Npon3oLLIIo N1 NPOCTO OTKMYeHue, NMbo 6asa Obina yaaneHa.

2. Ona daktopa ayTeHTMdUKaUUWM yKasbiBaeTcs, AaTta, BpPeMsi U Tun cobbITus;
naeHTUdUKaTop Mpolecca, Bbi3BaBLUEro COObITME, WMMSA MNONb30BaTENsl; TUN
dakTopa; camM npegbsBreHHbIn dakTop (CoAepXUMOe 3aBUCUT OT Tuna);
pesynbraT NpeagbsBneHns (ycnewHo, He yCnewHo, He CaHKLMOHUPOBAHO).

3. [Ana npucoeguHeHuss K CepBUCY, OTCOEOUHEHWUsI OT Hero, cTapTa cepBuca
yKasblBalOTCA cBefeHusi, obwme ans Bcex cobbituin, kpome nytm Kk B wu
naeHTudukaTopa coeguHeHus. BMecTo HuxX ykasbiBaeTcs uMsi cepBuca.
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4. [Ona cobbiTva cTapTa cepBuca TakkKe yKasblBalOTCS NapamMeTpbl cTapta (onumu
KOMaHAHOWM CTPOKU, C KOTOPbIMU OH Obin 3anyLueH).

5. [na 3anpoca K CepBUCY TakKKe YKa3blBaeTCsd WMs cepBuca, Kpome Toro,
COXpaHseTCa cogepXXumoe 3anpoca, KoTopbiv Obln nepeaaH cepeucy.

6. [ns ycTaHOBKU 3HAYE€HUS KOHTEKCTHOW MEepeMeHHOW — CBEeAEHUS O TpaH3akuuw,
NPOCTPaAHCTBO UMEH (namespace), ANs KOTOPOro OHa YCTaHaBnvBaeTCHd, UMS
nepeMeHHON, a Takke ee 3HavyeHue.

7. [Ana xpaHumon npoueaypbl — CBEAEHUSA O TpaH3akuun, UM npoueaypbl, BXOAHbIE
napameTpbl npoueaypbl, BpeMs BbINOMHEHUS, CTaTUCTUKA NPOU3BOAUTENBHOCTN.

8. [ns TpaHsakumm — ungeHTudukaTop TpaH3akuun n ee napameTpbl (YypoBeHb
n3ondauun, pexmm 6noknposku). MNpu coObiTUM 3aBepLUEHUS TpaH3aKUMKM Takke
COXpaHsaeTca pesynbraT BbINOMHEHUA — commit AN NOATBEPXKAEHHbIX TPAH3aKUNi
u rollback ecnu 6bIn Npon3BeaeH OTKaT.

9. Ona nogrotoBkn SQL-3anpoca — cBedeHWs O TpaH3akuuu, waeHTudukaTop
3anpoca, cogepXxumoe 3anpoca, BpemMs MOAroToBkM 3anpoca (B MC), nnaH
BbINOSHEHMS.

10. Ans BbinonHeHnss SQL wnu BLR 3anpoca — CBedeHuss O TpaH3akuuu,
noeHTMdukaTop 3anpoca, Bpemsda BbINOMHEHMs 3anpoca (B MC), CTaTUCTMKa
NPOV3BOAMTENBHOCTK, NapaMeTpbl 3anpoca, COAepXMMOe 3anpoca (B cry4vae
TeKkcToBoro coopmara nora).

11. Ana sbinonHeHnss DYN-3anpoca — cBefeHus 0 TpaH3akuuu, BpeMs BbINOMHEHNS
3anpoca (B MC), cCoaepXumoe 3anpoca (B TEKCTOBOM nMpeacTaBneHun ans
TEKCTOBOrO fiora, B OMHapHOM — Ans GMHapHoro).

12. Ana komnunauum BLR-3anpoca - cBegeHMs O TpaH3akuuu, wuaeHTudukaTtop
3anpoca, cogepXxuMmoe 3anpoca (B TEKCTOBOM npeacTaBneHun Ons TeKCTOBOro
nora, B GuHapHom — onst GuHapHoro), Bpems NOAroTOBKM 3anpoca (B Mc).

MpumeyaHne: HecaHKUMOHUPOBAHHOW MOMNbLITKOW BbINOJIHEHUA OENCTBUA

cuuTaeTcs Takas, MpM KOTOpPOM He Oblna nponaeHa ayTeHTUdukauma nmoéo

He oOKa3anocb npaB Ha BbinonHeHue aeunctBusa. He ycnewHon — nrobGas

Apyras HeyaayHasi nNonbITKa (3aKOHYUBLUASICS OLUNOKOMN).

I'Ipwmeanme: Mo yMOn4aHUKO cuctemMma ayaumTta BbiKIilo4eHa.

MpumeyaHue: CoobLeHUs 0 BbI30OBe CEPBUCOB U NpeabsaBneHnn dakTopoB
ayTeHTUdMKauMm 3anucbiBaloTca B nor-cpann 6asbl security2.fdb.

MpumeyaHue: Ucnonb3lyetca cuctema poTtauuMm  JioroB, KoTtopasi
aKTUBU3MPYETCA NO AOCTMXKEeHUM hannom XKypHana ayauta 3aAaHHOro
nonb3oBaTerieM MaKcumanbHoro pasmepa. [pu atom paboumn nor-chamn
nepemMmeHoBbIBaeTca B thann ¢ umeHem <log_filename>.<tekywias pata u
Bpemsa>.<log ext> rge pata w  BpeMA 3anucbiBawTcas B Buge
<YYYY-MM-DDThh-mm-ss>, <log_ext> — pacwwupeHue nor-cpavna. MNMocne
nepeMMmeHoBaHMA paboyero rnora, co3pgaeTcA HOBbIM pann C MMeHeM
nepeMMeHoBaHHOro. 3TOT HOBbIM hann Mcnonb3yeTcA B AanbHeWwem B
KayecTBe paboyero nora. YganeHMe wnNuM apxXMBUpOBaHME CTapbIX
nor-cpanyioB He NPeayCMOTPEHO U MOXET OocyLlecTBNATbLCA cpeacTtBamm OC
M NNaHUpoOBLUMKaMM 3aaau.

Mcnonb3yetcss noHATMEe Bepcum dopmarta ©OuHapHoro nor-cpamna.  OHa
npoBepsieTca Npu MHUUManusaumm ayaumta (cobbiTe Havana BedeHus ayauTa), ecnu
nor-cparin yxe cyuwiectsyer U umeeT OuMHapHbIN copmaTt. Ecnn Bepcna ¢hopmarta nora,
ncnonbdyemas B «Pen base [JaHHbIX», OTNMYaeTcs OT Bepcumn doopmaTa CyLLeCcTBYOLLEro
davna, To NPOM3BOAUTCH poTauusa (NepenmeHoBaHWe CyLLEeCTBYHOLEro nora, co3gaHve
paboyero nor-cparnna ¢ Taknum e UMeHeM).

Hactpornka peructpaumm coObITUA  NPOMCXOQUT C  MOMOLLLID  M3MEHEHUS
napametpoB B ¢pawnne fbtrace.conf, pacnonoxeHHom B katanore yctaHoBku «Pen Basbl
JaHHbIX».

MoppobHee 0 HacTponke ayauTa cMm. M. 4 «PykoBoacTBa agMuHMUcTpaTopar
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MpuMmeyaHus K BbINYCKY
B PEOCO®T ApanTep Ans NoAknovYeHns 6uHapHoro daiina ayauta

12 ApanTep Anga nogknioyvyeHUs 6uHapHoro danna
ayauTta
OTO WHCTPYMEHT aHanu3a XypHana ayguta B OumHapHOM dopmaTe, KOTOpbIN
NMo3BONHAET:
® pPOU3BOANTb UNLTPALMIO 3annUcen 3a NeEPUOL BPEMEHM;

® [pon3BoOnTb MOUNCK 3anucen no YKa3aHHbIM XapaKTepUCTUKam.

NHcTpymeHT aHanu3a pasbupaet GuHapHble nor-gannsl cuctembl ayauta «Pep
Bbasbl [aHHbIX» 2.5 1 npenocTaBnseT BO3MOXHOCTb NPOCMOTPa U hmunsTpaumm 3anmcen o
cobbITUsIX. YoaneHue n pegaktupoBaHmne 3anmcen He No3BosSIETCA.

e [and paboTkl ¢ havnamu aygmta MCNOMb3yeTcs CreayroLmnn MexaHuaMm:

e noaknodeHne davina xypHana k 6ase «Pen basbl gaHHbIX» 2.5 B KayecTBe
BHeELLUHen Tabnuubl;

e MpoOCMOTP, MOUCK W uUnbTpaumst 3anncem C WUCNOSb30BaHMEM BCTPOEHHbIX
cpeacte CYB[] (nNocTpoeHue W BbINOMIHEHME 3aMpOCOB K MOAKIHOYEHHOWN
Tabnuue).

OTO NO3BOMSET NPUMEHATb CPEACTBO aHanu3a annoB ayguta He3aBUCUMO OT
NCNonb3yemMon onepaLmoHHOM CUCTEMBI, @ Takke Hanuums rpacuyeckon obonoykm B OC.
MoakntoyeHue XXypHana nponssoguTcs ¢ nomollbio SQL-3anpoca Buaa:

CREATE TABLE <table name> EXTERNAL [FILE] '<filespec>'
ADAPTER 'fbtrace' [<col defs>]

roe:
e table_name — nmsa Tabnuubl, koTopas GyaeT XpaHUTb AaHHbIE ayauTa;
e filespec — nmsa nor-channa, KOTOpbIA AOIMKEH ObITb OTKPbIT;

e ADAPTER - knio4yeBoe cnoBo, HeobxoAumoe Ansi MOAKMIOYMEHUs1 B KavecTBe
BHelHen Tabnuubl avna ¢ HectaHgapTHbIM POPMATOM AaHHbIX;

e fbtrace — HasBaHMe apganTtepa, npegHasHadeHHoro ansd obpaboTkm GMHapHOro
nora cucTemMbl ayauTa;

e col_defs — onucaHvne nonen Tabnuubl ayauTa.

MprMep NOAKNOYEHNS KypHana ¢ HabopoM KOHKPETHbIX NONnen:

CREATE TABLE <table name> EXTERNAL [FILE]
'<filespec>' ADAPTER 'fbtrace' (

event type char(20) not null,
event database blob sub type 1 segment size 80,

event user blob sub type 1 segment size 80,

event result varchar(12));

HeKOTOpre nond moryT ObITb nyCTbiIMU B 3aBUCUMOCTU OT TUNA cobbITus.

Tak kak B crnydae nogknyeHuss nor-cbana cTpykTypa Tabnuubl 3apaHee
M3BeCTHa, To nNpu ykasaHun krtodesoro crioea ADAPTER onpepgeneHve ee nonen He
TpebyeTcs.

e Ecnu nonb3oBaTenb ykasbiBaeT Tun agantepa 6e3 nepeyncneHns nonemn
Tabnuubl, co3gaeTca Tabnvua cooTBeTCTBYOLEro agantepa. Ecnu xe B 3anpoce
OOHOBPEMEHHO 3ajaeTcd WM Tun  aganTtepa, WM CTpyKTypa Tabnuupl,
nepeyYncreHHble nons OMmkHbl ObITb NOAMHOXECTBOM Nornen Tabnvubl agantepa.
HasBaHua nomenm n ux TUMbl TaKKe XeCTKO onpefendlTcsa TUNOM ajantepa.
Mopsiook 0ObABNEHMS NONEN HE YYUMTbIBAETCS.
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MpuMeyaHus K BbINyCKy

Apantep ansa nogknoveHus buHapHoro danna ayaura

e Ecnn ogHo 13 nonen 3agaHo HEBEPHO (emy HE COOTBETCTBYET HU OOHO MNoJie B
Tabnuue a,u,anTepa), BbloaeTcs owmnbKa, BbINONHeHMe 3anpoca npepbiBaeTcA.

e Ecnu ctpyktypa Tabnuubl ykasaHa BEpHO, TO He MepeyvucrieHHble B Hel nons
Tabnuubl agantepa UrHOPUPYHOTCS.

e [lpu oTKpbITUM BUHapPHOrO Nnor-ganna onpegenseTca Bepcus ero opmara. Ecnm
OHa OTnM4yaeTca OT HoMepa Bepcuun, KoTopas sBnserca pabodven Ans AaHHOro
penu3a, nonb3oBaTento Bbl4aeTCcsa COOTBETCTBYOLAs owmnbKa.

e Ecnn npounssogunTtca nonbiTka ucnonb3oBaHusa agantepa B b1, ODS kotopon He
noagep>KMBaeT 3TOro, NONb30BaTENO BbIAAETCA COOTBETCTBYOLW A owmnbka.

Tabnuua 7 - Nonsa cosgaBaemon Tabnuubl ayguta

Wms nons Tun KommeHTapum

event_time TIMESTAMP Bpems cobbiTus

event_process id |INTEGER; MaeHTrdukaTop npouecca, Bbi3BaBLUEro codbITUE

event_object id VARCHAR(16) NaeHTndpukatop obbekTa, Bbi3BaBLLErO CObbITUE (pasmep
naeHTudgurkaTopa 3apaHee HEU3BECTEH, 3aBUCUT OT
pasmepa ykasaTeneu B cucteme)

event_att_id INTEGER MoeHTudukaTop coeamHeHns, B KOTOPOM MPOM30LLIIO
cobbiTne

event database BLOB basza gaHHbIX C KOTOpPOW CBSA3aHO cobbiThe

event_user BLOB Monb3oBaTtenb OT MMEHU KOTOPOro MPou3oLwLsio cobbitme

event_protocol BLOB [MpoTOKOM NO KOTOPOMY NMPOM3OLLIO0 MNOAKMYEHNE

event_hostname |BLOB Mms1 xocTa € KOTOPOro NPOM30LLIIO NOAKNYEHME

event_type CHAR(20) Tun cobbiTus

auth_factor_type |BLOB Buabl dakTopoB, NpeabsBneHHbIe Npy ayTeHTudmkaumm

auth_factor data |BLOB Coaepxnmoe akTopoB, NPeabABNEeHHbIX Npu
ayTeHTUpmKauum

trans_id INTEGER NaeHTndukaTop TpaH3akumu

trans_opt BLOB [MapameTpbl TpaH3aKuun

stmt_id VARCHAR(16) WaeHTndukaTop 3anpoca (pasmep ngeHtugpukaropa
3apaHee HEeU3BECTEH, 3aBUCUT OT pa3Mepa yka3aTtenen B
cucteme)

stmt_sql BLOB Copepxumoe SQL-3anpoca

bir_data BLOB SUB_TYPE | Cogepxx1mmoe BLR-3anpoca

BLR
dyn_data BLOB SUB_TYPE | Cogepxxumoe DYN-3anpoca

BLR

stmt_access path |BLOB [MnaH BbINONHEHUA 3anpoca

stmt_params BLOB [MapameTpbl BbINOMHEHUS 3anpoca

var_name BLOB MMsa KOHTEKCTHOW NepeMeHHow

var_ns BLOB lMpocTpaHCTBO MMEH, AN KOTOPOro ycTaHaBnMBaeTCst
KOHTEKCTHas nepeMeHHas

var_value BLOB 3Ha4YeHne KOHTEKCTHOM NePEMEHHON

svc_id VARCHAR(16) WaoeHTndukatop cepeuca (pasmep naeHtudumkatopa
3apaHee Hen3BeCTEH, 3aBMCUT OT pasMepa ykasaTenem B
cucteme)

SVC_hame BLOB Mmsa BbI3bIBAEMOro cepsuca

svc_switches BLOB MapameTpbl 3anycka cepsuca

svC_query BLOB Tvn 3anpoca K cepBuUcy

proc_name BLOB Mmsa xpaHumMon npoueaypbl

proc_params BLOB MapameTpbl XpaHMMOWn nNpoueaypsl

perf_time INTEGER; Bpewms BbiNonHeHMs 3anpoca

perf_info BLOB CrartucTtuka Nnpom3BoAnNTENBHOCTHM 3anpoca

row fetched INTEGER Yucno BbIGpaHHbIX CTPOK

event result VARCHAR(12) Pesynbrar cobbitus (YCnewHo, HeyCneLHo)




MpuMeyaHus K BbINyCKy
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B PEOCO®T KoHTponb LenocTHocTH

13 KoHTpoOrnb UenocTHOCTHU

13.1  KoHTponb LEenocTHOCTU MeTagaHHbIX®

KoHTponb 3a LEenoCcTHOCTbI0 MeTagaHHbiXx B B[l ocywecTtenserca crnegylowmm
obpasom B cocTaB cepBepa BXoguT yTunuTta mint (HaxoamTbcsa B Katanore bin/ yctaHOBKM
cepBepa). ATa yTunuTa npegHasHavyeHa Ansa U3BMeYeHUs N XenpoBaHUA MeTagaHHbIX 13
6a3 AaHHbIX. TakMMm 00pa3omM agMUHUCTPATOP MOXET 3aLUUTUTL CTPYKTYpPY 6asbl AaHHbIX
OT U3BMEHEHUN.

YTunnta mint no3BonsieT BblopaTb BCe MeTadaHHble U3 6a3bl JaHHbIX U TOMbKO
MX YacTb, MO 3a4aHHOM MacKe, XelupoBaTb UX W COXpaHUTb B dann. Takke ytunuta
MOXET NPOBOANTL NPOBEPKY TEKYLLEro COCTOSHUSA MeTadaHHbIX B 6a3e nyTem MOBTOPHOW
BbIOOPKM OaHHbIX M CPABHEHNS pe3ynbTaTa C paHee COXPaHEHHbIM.

YTunuta nmeet crnegyowme KomaHabl U Onuum:

-M <extract|check>

[<-m Macka>]

-d <mmMsa ©Oasbl DAHHBIX>

-Uu ¥MMS IIOJIb30BATEeNId OJS [NPpUCOenOMHEeHMI K 0a3e OaHHBIX

-p <OapoJib IIOJIb30BATEeNd IJid [IPUCOeIMHEeHMA K 0ase INaHHBIX>
—-r <XpaHuUIMIEe C KJIodaMy LMOpoBaHMUS>

-R <anropmTM uMOPOBAHMA IJIS XPaHUIMIE KJUer>

-1 <pamn mnsa coxpaHeHud|nposepkyu OJUII MeTaIaHHBIX>

-1 <HaszpaHMe ajropuTMa LUMOPOBOM MNOANMCU>

CywecTBytoT gBa pexuma paboTbl YyTUNUTbI — reHepauust KOHTPOSIbHOW CyMMb
(extract) n nposepka (check).

Ecnn macka He 3apaHa, TO BbiOMpaloTcs Bce MeTagaHHble n3 6asbl. B macke
MO>XHO MCMoNb30oBaTh cUMBOS % - 3amMeHsieT cobon nboe KoNM4YecTBO NMoObLIX CUMBONMOB.

Hanpumep:

reHepauus noanucy Ansi BCeX CUCTEMHbIX OOBEKTOB (HaYMHaKOWMXCS C npedunkca
RDBS$):

mint -M extract -m RDBS$% -d ../security2.fdb -u sysdba -p
masterkey -r test -R 'Crypto Pro' -i sign -I AT SIGNATURE

npoBepKa noanncun ana aTnx OObEKTOB:

mint -M check -m RDB$% -d ../security2.fdb -u sysdba -p
masterkey -r test -R 'Crypto Pro' -i sign -I AT SIGNATURE

Signature verification complete successfully

13.2 KoHTponb LenocTHocTu calinos cepsepa*

KoHTponb 3a dhavnamu cepBepa O3Ha4yaeT, YTO AN BCEX KPUTUYECKN BaXKHbIX
GannoB cepeepa (OvHapHble dannbl, dannbl  KoHdurypauun, 6asa  gaHHbIX
6esonacHoctn security2.fdb) moxetr 6bITb BbluMcrieH xew. Parn € KOHTPONbHbIMM
cyMmmamu (xel-coyHKUMSMN) BCeX 3alumiiaembix pannoB, a Takke gann KoHdurypaumm
«Pen Bbasbl [aHHbIX» OOMKHbI ObITb 3alMLLEHDI c NOMOLLbHO
OpraHM3auNoOHHO-TEXHUYECKNX Mep (Hanpumep 3anncb Ha HOCUTENe TOMNbKO AN YTEHUs U
T.4.) Pann ¢ KOHTPONbHLIMX CyMMamK MOCTaBnsieTcs BMecTe ¢ auctpmbytnsom CYB[
«Pen basa [JaHHbIX»

3 Cwm. npumeyvaHue k rnaee 6 «MHorogakTopHasa ayTeHTUnkaLmus»
4 CwMm. npumeyaHue K rmaee 6 «MHorodakTopHasa ayTeHTUdUKauns»
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HER MpumeyaHus K BbINYCKY
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[na Toro, 4Tobbl BKNIOYMTb KOHTPOSb LIENOCTHOCTM (hannoB cepeepa Heobxoanmo
yKasaTb MMs (panna, coaepallero KOHTPOrbHblE CyMMbl (Xellun) channoB Bcex hannos
cepBepa B KoHdurypaumoHHom dcanne «Peg basbl HdanHbix» firebird.conf. msa atoro
danna 3agaetca napameTpom HashesFile. Ecnu 3agaHo 3HadeHWe 3TOro napamerpa, To
KaxKabl pa3 npu 3anycke cepeepa NPOUCXOANT NpoBepka LenocTHOCTH (hannos cepsepa.

Mpn 3arpyske cepBep 3arpyxaer Bce CTpPokM M3 danna xewen u
nocrnegoBaTenbHO NPoBepsieT Kaxabin. Pann xewwen JOMKeH cogepXarb CTPOKU BUaa:

<xeum> <aJITOPUTM XellMpOBaHMUA> <umda dania>

Ecnu kakon-nubo u3 xelwen He cosnarn, cepsep AenaeT COOTBETCTBYIOLLYIO 3anuchb
B )XypHane ayauTta u 3asepLuaet pabory.

B cocrtaB guctpubytuea Bxoaut ytunuta hashgen (Haxogutbcsa B kartanore bin/
YyCTaHOBKM cepBepa). AODMUHUCTPATOP C MOMOLLBIO 3TOW YTUIUTBLI MOXET nepeco3faTb
Xew oTAenbHO B3ATOro cpawna. BxogHble napameTpbl yTUNUTBI — MMS XeLnpyemoro
Ganna, umsa davna ¢ xewamu, anropuTM XewupoBaHus. 3anyck yTunutel 6e3
napameTpoB BbIBOAWUT KpaTKyl CNpaBKy No ee napameTpam v OOCTYMHbIM anropytmam
WwncppoBaHus.

Takke 3TON YyTUNUTOM MOXHO MPOM3BOAMTL MPOBEPKY paHee CO3daHHbIX XeLUew.
MNeprognyHOCTbL NPOBEPKM ONpeaenseTcs aaMUHUCTPATOPOM.

Mpumep ucnonb3oBaHus yTunutel hashgen:

hashgen.exe generate CALG GR3411 ../security2.fdb
>test.sign

- CreHepvpoBaHa 1 coxpaHeHa B hann test.sign koHTponbHas cymma ans ann
security2.fdb.

V]

hashgen.exe check test.sign

../security2.fdb: Success

— KOHTposibHas cymma B (panne test.sign coBnagaetr C KOHTPOSIbHOW CyMMOM
ncxogHoro danna.



HER MpumeyaHus K BbINYCKY
B PEOCO®T dunsTpaumsa nonen U 3anucen

14 dunbTpauma nonen n sanucen

B «Pep basa OdaHHbix» 2.5 peanu3oBaH MexaHu3Mm ounsTpaumm nonen n sanucemn
Tabnuy u npenoTBpalleHnst NPsIMOro U3MEHEHMS AaHHbIX CUCTEMHOro Katanora. Pexum
duneTpaummn 3anucer CUCTEMHOIO Katanora akTUBMpyeTcsa C MOMOLLbIO NapameTpa

UseRecFilter = 01

13 damna koHdpurypaumn «Pen basa [JaHHbIX».

3anpelyaeTca npsiMoe M3MeHeHvne Tabnuu CUMCTEeMHOro Kartanora, (paspeluaetcs
TONbKO A1151 BHYTPEHHUX 3arnpocoB).

na 3agaHusa ycrnosuin hunstpaumm nonen n 3anmucen Ucnonb3yTca cnegyowmne
A3bIKOBbI€ KOHCTPYKLMK:

CREATE TABLE table [EXTERNAL [FILE] "<filespec>"]

(<col def> [, <col def> | <tconstraint> ...], [COLFILTER
<col name> (<condition>), ...]) [, RECFILTER
(<condition>)];

Ycnosue gns dovnetpaumm 3anmcen OTHOLWLEHUS 3a4aeTca C NOMOLLBHO KHYeBOro
cnoea RECFILTER (unn RECORD FILTER) nocne cnucka ctonbuoB. <condition>
npencraensaeT cobon nornyeckoe BoipaxeHne (Hanpumep sum = 10).

Ycnoeue gnga dunstpaumm no nonsmM 3agaeTtcsl ¢ MOMOLLbH KITHOYEBOro CrioBa
COLFILTER B cnucke ctonouos.

YcTaHoBKa ycrnoBus dounsrpauum 3anucen <condition> ansa tabnuubl

ALTER TABLE <mmMa Tabmguier> SET RECFILTER (<condition>); |

YnaneHue ycrnosus punstpaunmn 3anucen:
ALTER TABLE <wumsa Taobmamuesl> DROP RECFILTER; |

YcTaHoBKka ycnosus counstpauumn nonen <condition> gns Tabnuubl:

ALTER TABLE <wumsa Taobamupr> SET COLFILTER <umsa cTosbiia>
(<condition>);

YnaneHue ycnosua cpunstpaunn nonen ansa <table>
ALTER TABLE <wumsa TabOamisl> DROP COLFILTER <mmMa cToJblia>; |

Kpome TOro, npm BKAKYEHUN pexuma unsTpaunm 3annucen akTUBUPYHOTCS
YCTaHOBKM MO YMOSYaHUIO ANs CUCTEeMHbIX Tabnuy. MogpobHee o nmpaBax gocTtyna K
CUCTEMHbIM Tabnuuam, BMAMMOCTM MOMEn U 3anucen B HUX onmncaHo B «PykoBoacTse
agmMuHucTpaTtopa» n. 4.8.2.
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15 ®yHKUMOHanbHbIe AopaboTkn®

15.1  ApxutekTypa cynepknaccuk

CYB[ «Pen basa [aHHbix» 2.5 nogaepXMBaeTcsl pEXnM MHOTOMOTOYHOIO KITacCuk
cepBepa — Cynepknaccuk apxutektypa. B aTtom pexume cosgaeTca oavH npouecc
cepBepa [AOna BCEX COEOMHEHMW, TMpu 3TOM CepBep MOXET 3(PdPeKTUBHO
pacnapannenuBaTb COeQUHEHUS MEXAY PasnuYHbIMK SapamMmu/npoLeccopamMu.

15.2 BHewHue npoueaypbl N PYHKLNN

B «Pepn Basza [JaHHbIx» 2.5 eCTb BO3MOXHOCTb NOAKNIOYATb BHELIHWE XpaHUMble
npoueanypbl U dyHKuun Ha Java — External Stored Procedures, ESP. 311 npouenypbl 1
PYyHKUMM BBINOMHSAOTCA Ha CTOPOHEe cepBepa W coBMelwlalwT B cebe [OOCTOMHCTBA
06bluHbIX npoueayp PSQL w dyHkumn, onpepeneHHoiMn nonb3oBatenem — UDF.
BHelHWe xpaHuMble npoLeaypbl NO3BOMSIOT:

e paboTaTb C BHELWWHUMMK OObEKTaMU;
e npou3BoauTb 06paboTKy AaHHBIX M3 HECKONbKMX 6a3 AaHHbIX;

e npaBa Ha BblNonHeHne ESP 3apaloTcs TOYHO Tak e Kak M Ans 0OblYHbIX
npouenyp PSQL;

e ESP MOXHO ucnonb3oBaTb B TpUrrepax;

Kpome TOro B Hactosilee Bpemsa BegyTcd gopaboTku no ncnonb3oBaHuio B ESP
APYrnX 93bIKOB NporpaMmmnpoBaHns — Hanpumep C++ n Java.

MogpobHee 06 ncnonb3oBaHuM ESP MOXHO y3HaTb M3 AOKyMeHTa «PykOBOACTBO
No BHELUHMM npoueaypamM » Ha 3TOM OUCKe.

15.3 [1onHOTEKCTOBbLIVM MOUCK

B «Pen basa [HaHHbix» 2.5 peanusoBaHa cucTemMa MOSIHOTEKCTOBOrO NMoucka Ha
ocHoBe bmnbnunoTtekn Lucene. Cuctema nonHOTEKCTOBOrO MOUCKA MNO3BONSET:
® TIPOM3BOAUTH MOP(OIOTUIECKHIA MOUCK
® IIPOM3BOJUTH IMOUCK IO HETOUHOMY COOTBETCTBHIO
[} HpOI/I3B0,Z[I/ITI: TIOHUCK ITO TCKCTOBBIM U 61/IHapHI:IM IOJIAM, co;:[epncamHM I[OKYMCHTBI
CHEAYIOUIUX TUIIOB:

e pgokymeHTbl Microsoft Office (doc, xls);
e pgokymeHTbl Open Offce (odt);

® [0KyMeHTbl B hopmate PDF;

e html-channol.

I'Io;J,po6Hee 00 1cnonbL3oBaHMM CUCTEMbI MOMHOTEKCTOBOIO MOUCKA CM. OOKYMEeHT
«PyKOBOﬂ,CTBO No NOJTHOTEKCTOBOMY MNMOUCKY» Ha 3TOM OUCKe

15.4 OTnagyuk xpaHuMbiX npouenyp U pyHKUun

OTtnaguuk npeaHasHadyeH aAna nowaroBoro BbINOMHEHUA XpaHUMbIX npouenyp wm
TpUrrepos. (DyHKLI,I/IOHaJ'IbHO OTNnag4vmK COCTOUT U3 TpeEX yacTten:

e CepBep OTNaaKu;
® KNWEeHT cepBepa OTnagkn B npouecce cepeepa «Pen basa [aHHbIX»;

® rpadudecknin HTepdenc KNMeHTa oTrnagku.

5 [nsa ncnonb3oBaHWs NOSIHOTEKCTOBOMO MOMCKA U/MNN BHELLUHUX XPaHUMbIX NpoLeayp
Heobxoammo yctaHoBuTb JDK 1.6
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[ns peructpaumu KnveHTa B cepBepe OTnagkv U3 OTNaXUBAEMOro MpunoXeHus
AomkHa OblTb Bbi3BaHa xpaHumas npouenypa DBGSUPDATE. Takke 3ty npoueaypy
HeobxoOMMO BbI3BaTb NOCHE U3MEHEHUA MeTafaHHbIX B 6ase AaHHbIX, ANs TOro, YTobbl
caenaTtb BO3MOXHbIM OTNaaKy npoueayp U TPUrrepoB C Y4ETOM BHECEHHbIX M3MEHEHWU.

Mpn unCnonb3oBaHUM apXUTEKTYpbl KNaccuK Ang 3anycka cepBepa OTnagku
Heobxoaumo BbINoNHUTL debug_srv.cmd/debug_srv.sh.

[ns 3anycka otnagyumka ncnonbadyercsa komanga debug_gui.cmd/debug_gui.sh

lMocne aToro 3anyckaercs rpaduyeckuin WHTepdENC oTnagdnka, B KOTOPOM
MMeeTCH BO3MOXHOCTb MOAKMIOYUTLCS K OAHOW U3 6a3 AaHHbIX, 3aperncTpMpoBaHHbIX B
cepBep OTnagku, NPOCMOTPETb AOCTYMHbIE NPOLEeAYPbl U TpUrrepbl. s oTnagkyi Ton unu
WHOW npoueaypbl HEOBGXOAMMO YCTaHOBUTb B HEM B HYXHbIX MECTaxX TOYKM OCTaHOBa U
BbINOMHUTbL 3Ty npoueaypy (Tpurrep). Bel3oB npouenypbl HENOCPEACTBEHHO M3 OTNag4mka
HEBO3MOXEH.

[na BO3MOXHOCTM OTNagkyM npoueaypbl AOMKHbI ObITb NEPEKOMMUIMPOBaHbI NoA
TekywmmMm cepeepoM. [lpoueaypbl CKOMNMNMPOBaHHbIE nog cepBepom Firebird OyayT
BbINOSHATLCA, HO OTNaaKa Ans HUX He ByaeT BO3MOXHa.

B oTnagunke ucnonbsyetca popmmpoBaHme noros Ans Java, cm.

http://java.sun.com/javase/6/docs/technotes/guides/logging/overview.html

Insa ceasun mexay GUI knmeHToM 1 cepBepom oTrnagkm ncnonbsyetcss RMI

Cwm http://java.sun.com/javase/6/docs/platform/rmi/spec/rmiTOC.html .

Mo ymonyaHuo nopT ucnonedyemblt RMI 1099.
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MNMpunoxeHue A - UameHeHns B ODS

AdocTyn K agMUHUCTPATUBHbLIM (PyHKUUAM (cepBucam)

MNpaBa Ha 3anyck cepBucoB xpaHsiTcs B Tabnuue RDBSUSER _PRIVILEGES B[
security2.fdb.

DocTtyn k DDL onepauusam

HoBble 3HadeHus npuBunernini B Tabnuue RDB$USER PRIVILEGES B none
RDB$PRIVILEGE:

C - CREATE,
L - ALTER,

T - ALTER ANY,
O - DROP,

P - DROP ANY.

B RDB$RELATION_NAME xpaHutca wums Tuna obbekta (RDB$TABLE,
RDB$PROCEDURE u 1.4.).

B RDB$SOBJECT_TYPE xpaHuTcs TUn oGbekTa.

B CUCTEMHBIX Tabnuuyax RDBS$EXCEPTIONS, RDB$GENERATORS,
RDB$FUNCTIONS, RDBS$FIELDS, RDBS$FILES AobaBunocb none
RDB$OWNER_NAME.

B RDB$SECURITY _CLASSES xpaHatca rnobanbHble Tunbl  OObEKTOB
(OBJ$TABLE, OBJ$SPROCEDURE u 1.4.).

HDocTtyn kK DML onepauusam

[o6aenenne B Tabnuuyy RDBSUSER PRIVILEGES 3anucu co 3HayeHnem S B
none RDBS$PLIVILEGE, paetr nonb3osatento RDB$USER npaBo Ha BbiGopky nons
RDB$FIELD_NAME u3 oTHoweHnss RDBSRELATION_NAME.

I'Iepeonpep.eneHHble ponu

MpenonpeneneHHble npaBa pocTtyna ansa ponei SYSADMIN, SECADMIN,
PUBLIC. Mopaepxka rmobanbHbIX ponen

Ona Ttoro, ytobbl SECADMIN mor paboTtatb ¢ nonb3oBatensmu, gopaboTaHa
cTpykTypa npeactaeneHns USERS B security2.fdb:

CREATE VIEW USERS (

USER NAME, SYS USER NAME, GROUP NAME, UID, GID,
PASSWD, PRIVILEGE, COMMENT, FIRST NAME, MIDDLE NAME,
LAST NAME, FULL NAME, HASH ALG, HASH SIZE) AS

SELECT

RDBSUSER_NAME, RDBS$SYS USER NAME, RDBSGROUP NAME,
RDBSUID, RDBSGID, RDBSPASSWD, RDBSPRIVILEGE,
RDBSCOMMENT,

RDBSFIRS T NAME, RDBSMI DDLE NAME, RDBSLAS T NAME,
COALESCE (RDB$first_name || UNICODE FSS ' ', '")

| | COALESCE (RDBSmiddle name || UNICODE FSS ' ',''")
| | COALESCE (RDBSlast name, ''), RDBSHASH ALG,
RDBSHASH SIZE

FROM RDBS$USERS
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WHERE
CURRENT USER = 'SYSDBA' OR CURRENT ROLE = 'SECADMIN'
OR CURRENT USER = RDB$USERS.RDB$USER_NAME;

/* Access rights */

GRANT ALL ON RDBSUSERS to VIEW USERS;

GRANT SELECT ON USERS to PUBLIC;

GRANT UPDATE (

PASSWD, GROUP_NAME, UID, GID, FIRST NAME,
MIDDLE NAME, LAST NAME)

ON USERS TO PUBLIC;
GRANT INSERT ON USERS to SECADMIN;
GRANT DELETE ON USERS to SECADMIN;

BbinonHeHue npoueayp

[na XxpaHeHust KOHTekcTa npouedypbl B Tabnuue RDB$PROCEDURES
pobasneHo Hosoe nore RDB$PROCEDURE_CONTEXT Ttuna SMALLINT, kotopoe
npuHnumaet 3HadveHune nmoo 0 (OWNER) nubo 1 (CALLER).

MHorodakTopHas ayTeHTUMKaumua

B security2.fdb B Tabnmuyy RDBSUSERS poGasunocb none RDB$SHASH_ALG ¢
Ha3BaHVWeM anropuTMa XeluMpoBaHUs. JTOT anroputM GyaeT Mcrnonb3oBaH AN NPOBEPKU
napons. Ecnu none He ykasaHo, TO UCMNOMNb3YeTCA CTapblil anropuTM XeLMpPOBaHUSI.

Monutnkn gocryna
[ns xpaHeHust nonuTuk nonb3osBartens B security2.fdb cosgana Tabnuua

CREATE TABLE RDBSPOLICIES (

RDBSPOLICY NAME RDBSPOLICY NAME NOT NULL PRIMARY
KEY,

RDBSPSWD NEED CHAR RDBS$COUNT,
RDBSPSWD NEED DIGIT RDBSCOUNT,
RDBSPSWD NEED DIFF CASE RDB$BOOL,
RDBSPSWD MIN LEN RDBSLENGTH,
RDBSPSWD VALID DAYS RDBSDAY COUNT,
RDBSPSWD UNTQUE_COUNT RDBSCOUNT,
RDBSMAX FAILED COUNT RDB$COUNT,
RDBSMAX SESSIONS RDB$COUNT,
RDBSMAX IDLE TIME RDBSMAX IDLE TIME,
RDBSAUTH FACTORS RDBSAUTH FACTORS

) &

MonuTnka no ymonyaHuio umeeT 3HadeHune nons RDBEPOLICY_NAME paBHbiM
'DEFAULT".

Mone RDB$AUTH_FACTORS copepXuT CTPOKY C YCMOBHbIM Bblpa)keHnem u3
CUMBOMNNYECKMUX 0603HaYeHUN haKTOPOB ayTEHTUdUKALMN.
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[na XxpaHeHus gaTbl YCTAHOBKM Mapons, perucrpaumm HeyaadHbIX MOMbITOK
aBTOPM3aLIMM, HA3BaHWUSA MONUTUKU, HAa3BaHWUSA anropuTMa, ¢ NMOMOLLBI KOTOPOro MOny4YeH
XeLl napons, U BpEMEHU, MOCIe KOTOPOro NoNb3oBaTeNb MOXET NOMyyYnTb AocTyn k B[, B

Tabnvuy RDBSUSERS poGasunuck cnenytoLLme rnorsi, COOTBETCTBEHHO:
RDBSPASSWD TIME TIMESTAMP,
RDBSFAILED COUNT RDBSCOUNT,
RDB$POLICY_NAME RDB$POLICY_NAME REFERENCES RDBSPOLICIES,
RDBSHASH ALG RDBSHASH ALG,
RDBSACCESS TIME RDBSACCESS TIME

[na xpaHeHus xelwwen ctapbix naponewn B security2.fdb gobasmnace Tabnuua
CREATE TABLE RDBSPASSWD_HISTORY (
RDBSKEY ID INTEGER PRIMARY KEY NOT NULL,
RDB$USER_NAME RDB$USER_NAME REFERENCES RDBSUSERS,
RDBSPASSWD RDBSPASSWD,
RDB$HASH_ALG RDB$HASH_ALG
) ;

[lobaeneHbl ABa HOBbIX MpeacTaeneHusa. [OAng nonyveHuss uHdopMaumm o
nonb3oBartene wucnonb3dyetca npeacrasneHve POLICY_USERS, kotopoe o6beguHAeT

nonb3oBarternd U NnormMTruKy ero 4oCTtyna B eAnHoe OTHOLLEeHUE!:
CREATE VIEW POLICY USERS (

USER NAME, UID, GID, PASSWD, HASH ALG, FAILED COUNT,
MAX FAILED COUNT, MAX SESSIONS, PASSWD TIME,
PSWD VALID DAYS, ACCESS TIME, AUTH FACTORS

)
AS SELECT

U.RDBSUSER NAME, U.RDBSUID, U.RDBSGID, U.RDBSPASSWD,
.RDBSHASH ALG, U.RDBSFAILED COUNT,

.RDBSMAX FAILED COUNT, P.RDBSMAX SESSIONS,
.RDBSPASSWD TIME, P.RDBSPSWD VALID DAYS,
.RDBSACCESS TIME, P.RDBSAUTH FACTORS

c GG

FROM

RDBSUSERS U LEFT JOIN RDBSPOLICIES P ON
U.RDBSPOLICY NAME = P.RDBSPOLICY NAME

WHERE
((U.RDBSACCESS TIME IS NULL)
OR (CURRENT TIMESTAMP > U.RDBSACCESS TIME))

AND ( (COALESCE (U.RDBSFAILED COUNT, 0) <
P.RDBSMAX FAILED COUNT)

OR (COALESCE (P.RDBSMAX FAILED COUNT, 0) = 0));

MpeactaBneHne PASSWORD_POLICY obbeaunHseT ceeaeHns o nonb3oBarene u

TpeGOBaHVIFIX K Mmaporsito Ha3Ha4YeHHON eMy NOoJfnTUKN ©e3onacHoCTu:
CREATE VIEW PASSWORD POLICY (
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USER_NAME, POLICY NAME, PSWD NEED CHAR,
PSWD_NEED DIGIT, PSWD NEED DIFF CASE, PSWD MIN LEN,
PSWD_UNIQUE COUNT

)
AS SELECT

U.RDBSUSER_NAME, P.RDB$POLICY NAME,
P.RDB$PSWD NEED CHAR, P.RDB$PSWD NEED DIGIT,
P.RDB$PSWD NEED DIFF CASE, P.RDBSPSWD MIN LEN,
P.RDB$PSWD UNIQUE COUNT

FROM

RDBSUSERS U LEFT JOIN RDBSPOLICIES P ON
U.RDBSPOLICY NAME = P.RDBSPOLICY NAME;

Takxe B Tabnuuy MONSATTACHMENTS JobaBneHo none
MONSLAST_ACTIVITY_TIME Ttuna DATETIME, KoTOpoe coAepXuT Bpemsi nocriegHero
obpalleHna nonb3oBaTtens K cepeepy.

MHCTpyMeHT aHanusa xypHana ayguTa

B cuctemHonn Tabnvue RDB$RELATIONS ob6baBneHo HoBoe  mnone
RDB$ADAPTER Ttuna char [31].
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